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OpenSSL( SSLeay)

Aicrypto

2.

2.1
RSA
ECDSA
DES ECB,CBC,CFB
3DES ECB,CBC
RC2 ECB,CBC
MD2, MD5, SHA1, HMAC

OpenSSL
DES
2.2
CRL
X.509 DER *.cer
X.509 PEM *.pem 1
PKCS#7 DER *.p7b
PKCS#12 DER *.pl2, *.pfx 2
CRL X.509 DER *.crl
X.509 PEM *.pem
PKCS#7 DER *.p7b
PKCS#12 DER *.pl2, *.pfx
X.509 PEM
PKCS#8 PEM, DER (*.crtx)
PKCS#12 DER *.pl2, *.pfx
PKCS#10 DER *.req, *.p10
PKCS#10 PEM *.pem
1 *.pem Microsoft *.cer
2 PKCS#12 Netscape  Microsoft
Netscape
3.
3.1

0s
Solaris2.5.1 Sparc , Solaris2.8 (x86),
IRIX5.3, FreeBSD 3.5, LINUX (RED HAT 7.0.1)

(O8] gce

UNIX

RSA

(0N

1024bit
DES



3.2

aicrypto
Makefile.in des/ hmac/ md2/ rand/  shal/ tool/
aiconfig.h.in doc/ include/ md5s/ rc2/ smime/ x509/
configure ecc/ lib/ pem/ rc4/ ssl/ wincry/
asnl/ ecdsa/ Inm/ pkcs/ rsa/ test/

hoge% ./configure
hoge% make

lib libaicrypto.a

hoge% make clean

rc4 rcd
4,
4.1
Lnm malloc 2048bit
rand PRNG ( ) Lutz Jaenicke
rsa RSA
ecc P1363
ecdsa DSA
des DES, TripleDES
rc2 RC2
md2 MD2 RFC1319
md5 MD5 RFC1321
shal SHA1 FIPS PUB 180-1
hmac HMAC RFC2104
asnl ASN.1 DER
pem PEM
pkcs RSA PKCS
x509 Cert,CRL,Key
tool
smime S/MIME API
ssl SSLv3 API
incry  Windows Crypto API API
rsa Inm
Inm, ssl, pkcs rand
des shal hmac hash
md5 shal
asnl rsa-key = DER PKCS#1
pem, pkcs, X509  smime, ssl, wincry
smime, ssl, wincry
4.21nm
(
short 1.3 long

1.6 neg

LN

DER X.509

1.2a




typedef struct large_num{
unsigned long *num;
int top;
int size;
int neg;
ILNm;
— size (unsigned long ) -
00000000 | 0000019f |..| 2424378 | B98f0322 | 01ddc809
« dbyte - ~ top (unsigned long ) -

size  unsigned long
top size
LN_MAX=128 128x 32=4096bit
2048bit bit RSA 2048bit
LNm
#include <stdio.h>
#include “large_num.h”

int main(int argc,char **argv){
unsigned long al[]={
0xc3d58d17,0x31e21f38,0xf41e6dcf,0x37d07210};
LNm *a,*b,*ret;
a=LN_alloc(); b=LN_alloc(); ret=LN_alloc();
LN_set num(a,4,al); /* short LN_set_num_s(), char LN_set_num_c() */
LN_multi(a,a,b); /* b=a*a */
LN_plus(a,b,ret); /* ret=a+b */
LN_print(ret);

large_num.h testinm.c testinm.c
hoge% make —f Makefile.test
hoge% ts
4.3rsa RSA
Typedef struct Private_key RSA{ typedef struct Public_key_RSA{
int key_type; /* key identifier */ int key_type; /* key identifier */
int size; int size;
int  version; LNm  *n; /* public module */
LNm  *n; /* public module */ LNm *e; [* public exponent */
LNm “*e; /* public exponent */ }Pubkey RSA;
LNm  *d; [* private exponent */ -

LNm  *p; [* primel */

LNm  *q; /* prime2 */

LNm  *el,; [* exponentl --d mod (p-1) */
LNm  *e2; [* exponent2 --d mod (g-1) */
LNm *cof; /* coefficient -- (g-1) mod p */

/* DER encode strings */
unsigned char *der;

1Prvkey RSA;
Prvkey RSA RSA Der DER
DER
key_type Prvkey RSA KEY_RSA_ PRV Pubkey RSA KEY_RSA PUB
size 512bit 64byte

Pubkey RSA RSA Cert



&~ B

Cert Key*
Cert->pubkey=(Pubkey RSA*)rsapubkey;

Prvkey RSA *prv;

Pubkey RSA *pub;

prv =RSAprvkey_new();

pub =RSApubkey new();

Prv Pub
64bytex 8=512bit

RSAprv_generate(prv,64);

RSAprv_2pub(prv,pub);

1024bit
char in[]="test string.”,cry[130],ret[130];
OK_RSA docrypt_pubkey(strlen(in),in,cry,pub);
OK_RSA_docrypt_prvkey(prv->size,cry,ret,prv);

ok rsa.h LNm

RSAkey free(pub);
RSAkey free(prv);

n  1024bit

rsa_test.c
make —f Makefile.test

ECPm_free(E);

ECp *a;
a = Ecp_new();
ECp_free(a);

a->x a>y

4 ecc
4.1
typedef struct EC_Point{ typedef struct Elliptic_Curve_Param{
LNm e int _
LNm *y, int version;
LNmM *z: LNm *a;
int infinity; LNm *b; [*y"2 =x"3 +a*x + bmod p */
JECp; LNm *p; /* field modulo p */
LNm *n; /* the order of G on E */
LNm *h; [* #E = n*h (so,#E is nearly prime)*/
#define ECP_BUF 16 int /*bitlength of p */
- int /* bit length of n */
ECp *G; /* base Point */
/* temporary buffers for culculation */
LNm *buf[ECP_BUF];
}ECParam,;
2 Projective 3 Jacobian
infinity
1.6 LN
DSA ElGamal
1.6
X9.62
/* ok_ecc.h include */
ECParam *E;
E = ECPm_get_std_parameter(ECP_TYPE_X9 62 _192); /* 192bit */




void ECp_add(ECParam *E, ECp *A, ECp *B, ECp *ret);
void ECp_sub(ECParam *E, ECp *A, ECp *B, ECp *ret);
void ECp_multi(ECParam *E, ECp *A, LNm *k, ECp *ret);
k P(x,y)
3 Jacobian

void ECp_padd(ECParam *E, ECp *A, ECp *B, ECp *ret);
void ECp_psub(ECParam *E, ECp *A, ECp *B, ECp *ret);
void ECp_pmulti(ECParam *E, ECp *A, LNm *k, ECp *ret);

LN_long_set(a->z,1); z 1
ECp_proj2af(E, a); 2
* - E , a,b,ret K */
LN_long_set(a->z,1);
ECp_pmulti(E,a,k,ret); /*a k */
ECp_proj2af(E,ret); /* ret */
442 ecdsa DSA
ECDSA
typedef struct Public_key ECDSA{ typedef struct Private_key ECDSA{
int key_type; /* key identifier */ i_nt k_ey_type; I* key identifier */
int size; int Slize;
ECp *W;/* public Point */ int version; S
ECParam *E; I* EC Parameter */ ECp *W; /* public Point */ .
JPubkey ECDSA: LNm k; [* private base integer */
ECParam *E; /* EC Parameter */
/* DER encode strings */
unsigned char *der;
Prvkey ECDSA,

ECDSA W=kG G
k k<r(G order) ( ) W ()

ECParam *E;
Prvkey ECDSA *prv;
char *buf, *text="this is sample.”;

E=ECPm_get_std_parameter(ECP_TYPE_X9 62_192); /* 192bit */
prv = ECDSAprvkey new();
ECDSAprv_generate(E,prv); /* ECDSA */
buf=ECDSA _get_signature(E, prv,text, strlen(text)); /* buf */
ECDSA
ECDSA
ECDSA
I* */
Pubkey ECDSA *pub;
ECDSAprv_2pub(prv, pub);
if(ECDSA vfy signature(E,pub,text,strlen(text),buf))
printf("error : ECDSA signature test¥n");
ECDSA vfy Signature() 0 1
4.4.3
AiCrypto 1.7 CM
ecc_gen.c
/* ok_ecc.h include */
ECParam *E;
E = ECPm_gen_parameter(192); /* bit (8 ) */

if(ECPm_verify_parameter(E))



printf(“verification error!¥n”);
ECPm_free(E);

bit
Hp(x) D=11,19,43 p
a,b a,b
p
P11l 700MHz, Solaris2.8, Gcc2.8.1
192bit 1 30 1000
(192bit) 7085
7
P1363 CM t
FR MOV
ecc
abc% make —f Makefile.test
ts ecc
4.5des, Triple-des, RC2
Typedef unsigned long long | Typedef struct crypt_3DES_key{ | typedef struct crypt_RC2_key{
ULLONG; Int  ley_type; int  key_type;
Int  size; int  size;
Typedef struct crypt DES_key{ . .
int  key_type;/* key identifier */ ULLONG I!st1[16]; uns!gned short _S[64];
int size: ULLONG list2[16]; unsigned short iv[4];
' ULLONG list3[16]; IKey RC2;
ULLONG list[16]; }KeyUIétl_)ggl;G v;
ULLONG iv; -
}Key DES;
DES Triple-DES RC2 64bit 1 DES 1
unsigned long long 64bit Windows _int64 RC2 unsigned short[4]
64bitl aicrypto
DES
unsigned char key1[] ={
0x64,0x32,0x32,0x46,0xfa,0x01,0x43,0x25};
Key DES *dkl1;
dk1=DESkey_new(8,keyl);
DESkey_new 2 char DES
64bit 8
0
Triple-DES
/* dk1,dk2,dk3 */
Key_3DES *tridk;
tridk=DES3key_new(dk1,dk2,dk3);
Triple-DES 3 DES
3 Key_ DES 3 NULL
DES 3

RC2
unsigned char key[]={
0x00,0x01,0x02,0x03,0x04,0x05,0x06,0x07,
0x08,0x09,0x0a,0x0b,0x0c,0x0d,0x0e,0x0f};
Key RC2 *rc2k;
rc2k = RC2key_new(16,key);
RC2 128byte char

unsigned short S[64]



DES

DES ECB,CBC,CFB
Triple-DES RC2 ECB,CBC (ECB)
DES
unsigned char retc[8],inc[]={
0x00,0x01,0x02,0x03,0x04,0x05,0x06,0x07};
unsigned char cry|[8];

DES_ecb_encrypt(dkl,8,&inc,&cry);
DES_ecb_decrypt(dk1,8,&cry, &retc);

1 DES
char DES 64bit
2 8

Triple-DES
DES3_ecb_encrypt(tridk,8,&in,&cry);
DES3_ecb_decrypt(tridk,8,&cry,&ret);
DES
RC2
unsigned char in[8],cry[8],ret[8];

RC2_ecb_encrypt(rc2k,8,in,cry);
RC2_ecb_decrypt(rc2k,8,cry,ret);

RC2 64bit 8
0 ECB
CBC

1bit

iv initialize vector:
iv DES
1* */
unsigned char ivc[8]={ /* 64bit */
0x00,0x11,0x22,0x33,0x44,0x55,0x66,0x77};
DES_set_iv(dk1l,ivc);
DES_chc_encrypt(dkl,8,&in,&cry);
DES _cbc_decrypt(dkl,8,&cry, &ret);
CBC DES,Triple-DES,RC2
64bit
Triple-DES
DES3_set_iv(tridk,ivc);
DES3_cbc_encrypt(tridk,8,&in,&cry);
DES3_cbc_decrypt(tridk,8,&cry,&ret);
RC2
/* in,cry,ret unsigned char */
RC2_set_iv(rc2k,ivc);
RC2_cbc_encrypt(rc2k,8,in,cry);
RC2_cbc_decrypt(rc2k,8,cry,ret);
CBC DES CFB

DESkey_free(dkl);
DES3key_free(tridk);
RC2key_free(rc2k);

Triple-DES 3
DES DESkey_free()
test.c Makefile.test make



46 md2,md5,shal,hmac

unsigned char ret[16];
char in[]="abc”;
OK_MD5(strlen(in),in,ret);

MD5 OK_MD5 2 3 char
1 MD5  128bit char 16byte
MD2,SHA1

unsigned char ret[20];
OK_MD2(strlen(in),in,ret);
OK_SHAI1(strlen(in),in,ret);

char in2[]="defghijk”;

MD5_CTX ctx;

MD5Init(&ctx);
MD5Update(&ctx,in,strlen(in));
MD5Update(&ctx,in2,strlen(in2));
MD5Final(ret,&ctx);

MD5 MD2  SHA1l

HMAC HMAC MD5
SHA1 64byte

char key[]="sample password”;
HMAC_MDA5(strlen(in),in,strlen(key),key,ret);
HMAC_SHAZ1(strlen(in),in,strlen(key),key,ret);
HMAC HMAC
HMAC_*() 1 2 3 4

char



4.7asnl DER
asnl DER Cert CRL Prvkeyk RSA
DER x509 rsa

47.1 DER

asnl
SEQUENCE [30 81 95] length=149
SET [31 Ob] length=11
o(cp) iSEQUENCE [30 09] length=9

cp=ASNL_sK OBJECT [06 03 55 04 06] : C

PRINTABLE [13 02 ...] str=JP
SET [31 12] length=18

SEQUENCE [30 10] length=16
Cp=ASNI_nexi(cp) oBJECT [06 03 55 04 08] : ST
PRINTABLE [13 09 ...] str=Aichi-Ken

ET [31 2c] length=44
_ EQUENCE [30 2a] length=42
CP=ASNI_step(R.3) 0B JECT [06 09 2a 86 48 86 7 0d 01 09 01] : EMAIL

AASSTRING [16 1d ..] str=usagi@mars.elcom.nitech.ac.jp |

DER TAG
DER 30 81 95 31 Ob 30 ...

unsigned char *der
int read_der(unsigned char *der){
char *buf,*cp;
int i
cp = ASN1_step(der,4);

buf = ASN1_printable(cp,&i);
printf(“*%s¥n”,buf);

SEQUENCE - SET - SEQUENCE - OBJECT - PRINTABLE

PRINTABLE ASN1 printable(cp,&i)
"JP” &i
1302 .... Adbyte i 4
ASN1 printable Printable String 0x13
NULL
4.7.2 DER
DER

int write_der(unsigned char *ret, int *ret_len){
char *cp,str[]="test.”;
int i,j;

ASNL1 set_integer(100,ret,&i);
cp=ret+i;
ASN1_set_ia5(str,cp,&j);

i+=j;
ASN1_set_sequence(i,ret,ret_len);

}
*ret
SEQUENCE [30 0a] length=10
INTEGER[06 01 64] int=100
IASBSTRING [16 05 ...] str=test.

DER 12

CRL DER
Cert *ASN1_read_cert(unsigned char *in);



CRL *ASNL1_read_crl(unsigned char *in);
Prvkey RSA *ASN1_read_rsaprv(unsigned char *in);
DER
ok_asnl.h Cert
ok x509.h



.8 X.509
8.1

Verify

Cert CRL Key

typedef struct x509_certificate{
long version;
long serialNumber;

int  signature_algo;
char *issuer;

CertDIR issuer_dir;
Validity time;

char *subject;

CertDIR subject_dir;

int  pubkey_algo;
Key  *pubkey;

typedef struct crypt_key{
int key_type; /* key identifier */
int  size;

I* type field */
Key;

typedef struct revoked_list Revoked;
struct revoked_list{

int  serialNumber;

structtm revocationDate;

Revoked *next;

typedef struct validity{
structtm notBefore;
struct tm notAfter;
}Vvalidity;

typedef struct certificate_extension CertExt;
struct certificate_extension{

%

typedef struct x509_crl{
int  signature_algo;
char *issuer;
CertDIR issuer_dir;

struct tm lastUpdate;

int  extnID;
long issuerUniquelD; int critical;’ struct tm  nextUpdate;
long - subjectUniquelD: Jﬂgign\/elgnéhar *extnValue; Revoked next,
CertExt *ext; unsigned char *obijid; CertExt sext:
int  siglen; CertExt *next; . .
unsigned char *signature; % int  siglen; )
unsigned char *signature;
/* DER encode strings * ifi i
unsigned char *der;gs / ty;i)ﬁtdef itLrjlrJ];:t certificate_dir{ /* DER encode strings */
JCert, Req; int strk[iO]; unsigned char *der;
int  tkind[10]; JCRL;
char *tag[10];
}CertDIR;
Cert Cert X.509v3 version serialNumber
CertDIR  Issuer  Subject
*issuer *subject
signature_algo ok _asnl.h
MD5withRSA OBJ_SIG_MD5RSA Validity
struct tm
CertExt X.509v3
extnID ok_asnl.h OBJ_NS_CERT_TYPE der char
DER
Issuer
Key DES RSA
key_type key_type key_type.h
KEY_RSA PUB KEY_RSA PRV
CRL X.509 Cert
CertDIR Cert lastUpdate nextUpdate UTCTIME
Revoked
CRL Revoked UTCTIME
4.8.2
PEM X.509 DER

Cert *PEM_read_cert(char *fname);



CRL *PEM_read_crl(char *fname);
Cert *PEM_read_req(char *fname);
Prvkey RSA *PEM_read_rsaprv(char *fname);

Cert *ASN1_read_cert(unsigned char *in);

CRL *ASNL1_read_crl(unsigned char *in);

Cert *ASN1_read_req(unsigned char *in);

Prvkey RSA *ASN1_read_rsaprv(unsigned char *in);

PEM

NULL DER

unsigned char *ASN1 _read_der(char *fname)
DER

483 DER
DER
cert_asnl.c, req_asnl.c, crl_asnl.c X.509
DER
unsigned char *Cert_toDER(Cert *ct,Key *prv,unsigned char *ret,int *ret_len);
unsigned char *Req_toDER(Req *req,Key *prv,unsigned char *ret,int *ret_len);
unsigned char *CRL_toDER(CRL *crl,Key *prv,unsigned char *ret,int *ret_len);

ct req DER Cert 2 Key Cert_toDER CA
Req_toDER 3
DER ret
NULL
NULL
cert->der = Cert_toDER(cert,pkey,NULL,&i);
CRL_toDER 2 CA 3 NULL

crl->der = CRL_toDER(crl,pkey,NULL,&i);
RSAprv_toDER rsa/rsa_asnl.c

4.8.4

int PEM_write_cert(Cert *cert,char *fname);
int PEM_write_crl(CRL *crl,char *fname);
int PEM_write_req(Cert *req,char *fname);
int PEM_write_rsaprv(Prvkey_RSA *rsa,char *fname);
der PEM
DES-EDE3-CBC
0 -1
X.509 DER
int ASN1_write_der(unsigned char *der,char *fname);

ASN1 write_der(cert->der,”a.cer™);
DER

4.8.5 Verify
Verify
int Cert_verify(CertList *list,Cert *cert,int max_depth,int type);
Verify 2 chain
3 4 Verify
#define DONT_VERIFY_CRL 0x0001
#define ALLOW_SELF_SIGN 0x0002
#define DONT_CHECK_REVOKED 0x0004
#define IF_NO_CRL_DONT_CHECK_REVOKED 0x0008

1 CRL Verify



4.8.6

AWN

CRL

err=Cert_verify(list,ct,2, DONT_VERIFY_CRL | DONT_CHECK_REVOKED);

#define X509 VFY_ERR

#define X509 VFY_ERR_SIGNATURE
#define X509 VFY_ERR_SIGNATURE_CRL
#define X509 VFY_ERR_NOTBEFORE
#define X509 VFY_ERR_NOTAFTER
#define X509 VFY_ERR_LASTUPDATE
#define X509 VFY_ERR_NEXTUPDATE
#define X509 VFY_ERR_REVOKED
#define X509 VFY_ERR_SELF_SIGN
#define X509 VFY_ERR_CA_CHAIN
#define X509 VFY_ERR_NOT_CACERT
#define X509 VFY_ERR_ISSUER_CRL

CRL

0
0x0100
0x0200
0x0300
0x0400
0x0500
0x0600
0x0700
0x0a00
0x0b00
0x0c00
0x1000
0x1100

Verify

#define X509 VFY_ERR_NOT_IN_CERTLIST 0x1200
#define X509_VFY_ERR_UNKOWN_SIG_ALGO 0x1300
1 0 15bit
16 31lbit
Certlist
Verify Certlist Certlist CA
verify.idx
typedef struct data_position{
char *path;
char *fname;
FILE *fp;
fpos_t pos
}DataPos;
typedef struct certificate_list CertList;
struct certificate_list{
CertList *next;
CertList *prev;
long serialNumber;
char *subject;
char *issuer;
DataPos *cert_pos;
DataPos *key_pos;
DataPos *req_pos;
DataPos *crl_pos;
Cert *cert;
Cert *req;
Key *key;
CRL  *crl;
h
CRL
Issuer
verify.idx CA CRL

CertList *Certlist_read_list(char *path,char *fname);

Verify

CRL



49pkcs PKCS

PKCS RSA Aicrypto
RSA PKCS#1
PKCS PKCS#12 RC2-40bit RC2-128bit
DES-EDE3-CBC RC4-40bit RC4-128bit

491 PKCS#7

PKCS#7 SIMIME PKCS#7
Signed-DATA *.p7s, *.p7b
aicrypto
PKCS#7 AiCrypto SIMIME

PKCS7 *P7s_read_file(char *fname);
int P7s_write_file(PKCS7 *p7, char *fname);
*.p7b PKCS#12  Bag-list

void P7_print(PKCS7 *p7);
PKCS#7-DATA PKCS#7-ENCRYPTED DER DER
aicrypto PKCS#12
unsigned char *P7_get_data(unsigned char *in,int *ret_len);
unsigned char *P7_get_decrypted(unsigned char *in,int *ret_len);
P7_get_data() PKCS#7-DATA DER
P7_get_decrypted() PKCS#7-ENCRYPTED
PKCS#12 MAC

void OK_set_passwd(char *pwd);
PKCS#12
static
void OK_clear_passwd();
DER
unsigned char *P7_data_toDER(int len,unsigned char *in,unsigned char *ret,int *ret_len);
unsigned char *P7_encrypted_toDER(int len,unsigned char *cry,int algo,
unsigned char *ret,int *ret_len);

DER ret DER
*in
*cry len
int algo
#define OBJ_P12Pbe_3K3DES 1013
#define OBJ_P12Pbe 2K3DES 1014
#define OBJ_P12Pbe_128RC2 1015
#define OBJ_P12Pbe_40RC2 1016
49.2 PKCS#8
PKCS#8
PKCS#12 PKCS#5
Key *P8 _read_file(char *fname);
Key *P8enc_read_file(char *fname);
1 1

2
int P8_write_file(Key *p8,char *fname);
int P8enc_write_file(Key *p8,char *fname);
RSA PKCS#8 1



493 PKCS#12

PKCS#12 CRL
CRL ImportPassword
ExportPassword
PKCS#12
typedef struct pkcs12_Bag_list P12_Baggage; Typedef struct pkcs12_BaglD_CERT{
struct pkcs12_Bag_list{ Int type;
int type; P12_Baggage *next;

P12_Baggage *next;
Char *friendlyName;

char *friendlyName; Char localKeylID[4];
unsigned char localKeyID[4];
j Cert *cert;
typedef struct pkcs12{ }P12_CertBag;

int version; -

P12 _Baggage *bag;
IPKCS12;

typedef struct pkcs12_BaglD_CRL{
int type;

typedef struct pkcs12_BagID_key{ P12 Baggage *next;

int type;

P12_Baggage *next; Char *friendlyName;

char *friendlyName; Char localkeyID[4];

char localKeylD[4];

CRL *crl;
Key *key; }P12_CRLBag;
1P12 KeyBag;
PKCS#12 SafeBag
P12 Baggage PKCS12

P12_Baggage
PKCS#12
PKCS12 *P12_read_file(char *fname);
int P12_write_file(PKCS12 *p12,char *fname);

PKCS#12 P12 write_file()
Baggage
PKCS#12 PKCS12 CA
User
{I* Cert *ca, *cert; Prvkey RSA *key; */
PKCS12 *pl12;
pl2=P12_new();
P12_add_cert(pl12,ca, friendly-name CA”,0xff);
P12_add_cert(p12,cert,”friendly-name USER”,0xff);
P12 _add_key(p12,key, friendly-name USER”,0xff);
P12 write_file(pl12,”out.p12”);
}
Baggage Baggage
P12_Baggage *P12_find_bag(PKCS12 *p12,int type,unsigned char keylD);
type
#define OBJ_P12v1Bag_PKCS8 1102 /* */
#define OBJ_P12vlBag CERT 1103 /* */
#define OBJ_P12v1Bag_CRL 1104 /* CRL */
keylD localKeyID 0
P12_add_cert() Oxff
PKCS#12

PKCS#12 DER

pl2

User



Unsigned char *P12_toDER(PKCS12 *p12,unsigned char *der,int *ret_len);
MAC PKCS#7 PKCS#8 DER

Dec_info salt password iv



